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PURPOSE

This policy establishes Council’s approach to risk management and establishes a risk management
framework that supports informed decision-making, enhances governance and promotes the
achievement of strategic and operational objectives by identifying, assessing, and managing risk.

SCOPE

This policy applies to all Councillors, Council employees, volunteers, contractors, consultants, and any
other individuals or entities engaged in activities or functions on behalf of Gladstone Regional Council.
This includes those involved in the delivery of services, management of assets, or any other Council-
related operations, unless expressly excluded. The policy applies to the management of Corporate
Risk, Operational risk, Project Risk and Unforseen Risk.

POLICY STATEMENT
Council’s Risk Management Framework

A range of internal and external factors impact Council’s ability to achieve its strategic and operational
objectives. Through effective risk management, Council aims to reduce the likelihood and impact of
adverse events, identify and realise opportunities, improve performance, encourage innovation, and
deliver value to the community. Council is committed to the development, implementation, and
continual improvement of a comprehensive and integrated Risk Management Framework across all of
Council’s activities.

3.1.1 Risk Management Principles

The following principles guide Council’s approach to risk management supporting consistent,
informed, and accountable practices across all areas of the organisation:

e Risk Management is a shared responsibility;

e  Arisk-aware culture supports Council in achieving objectives and identifying opportunities;

o Risks are identified and managed as Corporate Risks, Operational Risks or Project Risks;

e Risk management is embedded into strategic planning, service delivery and decision making

processes;
e  Decision making is risk-informed, transparent, and aligned with best practice; and
e  Council’s risk culture supports compliance with legislative and regulatory obligations.
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3.2 Risk Appetite

Council’s Risk Appetite Statement outlines the level and type of risk it is willing to accept to achieve its
strategic and operational goals and objectives. It guides consistent, informed decision making,
supports the delivery of Council’s Corporate Plan, and ensures risks are managed transparently across
key areas. Council’s Risk Appetite Statement is set out in Attachment 1.

3.3 Risk Tolerance

Risk Tolerance sets the specific boundaries within which Council accepts risk to achieve its strategic
goals. It translates the broader Risk appetite into measurable thresholds, guiding decision-making,
resource allocation, and operational planning. Council’s Risk Tolerances are set out in Attachment 1.

3.4 Roles & Responsibilities

Roles

Responsibility

Councillors

Set the strategic direction and endorse Council’s risk appetite.

Adopt the Risk Management Policy and ensure alignment with Council’s
objectives.

Provide oversight of the Risk Management Framework.

Consider risks in all Council decisions to support good governance

Chief .
Executive .
Officer

Provide leadership in fostering a risk-aware culture.

Ensure the Risk Management Framework is implemented, maintained, and
reviewed in accordance with this policy.

Promote integration of risk management into strategic and operational decision-
making.

Support accountability and transparency in risk reporting.

General .
Managers .

Implement the Risk Management Policy within their business units.

Identify, assess, manage, and monitor risks that may impact operational and
strategic objectives.

Promote a culture of risk awareness and escalation.

Ensure risk management is embedded in planning, reporting, and performance
processes.

Ensure our people are trained and equipped to manage risks effectively.

Managers .
and o
Specialists .

Facilitate risk assessments and maintain business unit risk registers.
Monitor and report on risk treatment actions.

Provide technical advice and support on risk matters.

Escalate material risks to the Executive Leadership Team.

Ensure compliance with the Risk Management Framework.

Support our people to develop capability in risk management.

Governance °
& Risk Team °

Review and maintain the Risk Management Policy and Framework.

Provide risk management reporting to Executive Leadership Team, Audit, Risk &
Improvement Committee and Council.

Supporting employees with their risk management responsibilities, providing
guidance for risk management activities and provision of tools and training.
Ensuring risk management is consistently applied across Council.
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All ¢ Identify and manage risks associated with their roles and responsibilities.
Employees o Comply with the Risk Management Policy and framework.

o Report emerging or escalating risks to managers.

o Contribute to a proactive and transparent risk culture.

Risk Owners o Risk Owners are accountable for managing their respective risk environment.
o Ensuring appropriate controls are in place and monitored.
o Where risk exceeds risk appetite, implement a risk treatment to bring risk into
acceptable boundaries.

Contractors, e Manage risks associated with their activities in accordance with Council’s Risk

Consultants, Management Framework.

and o Report any identified risks or incidents to their Council contact.

Volunteers e Comply with relevant Council policies and framework.

Audit, Risk & e Provide independent assurance on the effectiveness of Council’s risk

Improvement management, internal control, and governance systems.

Committee e Monitor the implementation and performance of the Risk Management
Framework.

o Support the development of a risk-aware culture through oversight and advice.

4  RELATED LEGISLATION

o Local Government Act 2009
o Local Government Regulation 2012

5 RELATED DOCUMENTS

o Corporate Plan

o Risk Management Corporate Standard

o Risk Management Procedures

o Corporate Risk Register and Risk Treatment Plans

o ASISO 31000:2018 Risk Management — Principles and Guidelines.

6 CONSIDERATION OF HUMAN RIGHTS

Gladstone Regional Council has considered the human rights protected under the Human Rights Act
2019 (Qld) when adopting and/or amendment this policy. When applying this policy, Council will act
and make decisions in a way that is compatible with human rights and give proper consideration to
any human rights relevant to the decision.

7  ATTACHMENTS

Attachment 1 — Risk Appetite Statement and Tolerance

8 EVALUATION OF POLICY

This policy will be successful when risk are identified, assessed, managed, and monitored consistently
across all areas of Council. Its effectiveness will be demonstrated by improved risk awareness,
informed decision-making, enhanced organisational resilience, and a strong risk-aware culture.

Evaluation measures may include:
(a) Evidence of integration of risk management into strategic and operational planning processes.
(b) The quality and consistency of risk registers and reporting across business units.
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(c) The number and nature of risks escalated and addressed through appropriate governance

channels.

(d) Indicators of improved risk culture, such as increased engagement in risk identification and
reporting, proactive risk discussions in planning and operational meetings.

(e) Feedback from internal audits, the Audit, Risk & Improvement Committee, and other oversight
bodies regarding the effectiveness of the framework.

DEFINITIONS

To assist in interpretation of this policy the following definitions apply:

Term

Definition

Corporate Risk

The effect of uncertainty on objectives associated with the sustainability of
Council or its ability to deliver on the objectives of the Corporate Plan.

Project Risk The effect of uncertainty on the achievement of objectives specific to a defined
project, program, or initiative.

Operational The effect of uncertainty on the achievement of objectives related to Council’s

Risk day-to-day operations, services, and business unit activities.

Risk The effect of uncertainty on objectives.

Risk Appetite The amount and type of residual risk that an organisation is willing to pursue,

retain or take in the pursuit of its objectives. It is a statement or series of
statements that describes the organisations attitude towards risk taking.

Risk Tolerance

The acceptable level of variation in outcomes related to specific risks that the
organisation is willing to withstand.

Inherent Risk

The level of risk before any controls or mitigation strategies are applied.

Residual Risk

The level of risk once controls have been applied.

Control

A measure or action that currently maintains/modifies the risk residual rating.
Controls may include policies, procedures, practices, processes, or physical
devices that are designed to prevent, detect, reduce, or manage the impact or
likelihood of a risk.

Risk Treatment

A risk treatment involves implementing actions/tasks to treat the risk further.

Likelihood The chance of something happening, often expressed qualitatively or
guantitatively.

Risk Coordinated activities to direct and control an organisation regarding risk.

Management

Risk The set of components that provide the foundations and organisational

Management arrangements for designing, implementing monitoring, reviewing and

Framework continually improving risk management throughout the organisation.

Risk Owner The person or entity with the accountability and authority to manage a risk.

Unforeseen Risk

An event that was not expected to happen or could not have been known
about beforehand.
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10 REVIEW

This policy is to be reviewed upon the earlier of:
1. Two years from the date of adoption of the most recent version;
2. Any relevant statutory review periods;
3. The related legislation or governing documents are amended or repealed; or
4. Arequest from the Chief Executive Officer or Council.

11 DOCUMENT CONTROL

Version | Reason/Change Date Council Resolution
Adoption 18/09/2012 | G/12/1239

1 Amendment 1 21/01/2014 | G/14/1880

2 Amendment 2 06/06/2017 | G/17/3065

3 Amendment 3 01/09/2020 | G/20/4311

4 Amendment 4 05/09/2023 | G/4.3

5 Amendment 5 — Refresh of Risk Appetite and inclusion of | TBA TBA
Risk Tolerance
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ATTACHMENT 1 - RISK APPETITE STATEMENT AND RISK TOLERANCE

Risk Appetite Summary

MINIMAL CAUTIOUS MEASURED OPEN

Health Safety & Wellbeing

Financial

Reputation

Regulatory & Compliance

Environment

Service Delivery

MINIMAL Pursuing safe options that are low risk, applying reasonable, practical and affordable measures to eliminate risk where possible.

Low drive for reward and prefer safe options.
Pursuing options that are low to medium risk, applying reasonable, practical and affordable measures to reduce risk,

CAUTIOUS . o . !
recognising that risk is inherent in what we do. Low drive for reward.

MEASURED Pursuing options that may involve a medium level of risk where the risk can be effectively mitigated. Moderate drive for
reward.

OPEN Pursuing options that may involve a medium to high level of risk in pursuit of innovation and improvement where the risk can

be effectively mitigated. High drive for reward and willing to consider potential costs and benefits during decision making.
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Risk Appetite Statements and Risk Tolerances

HEALTH SAFETY & WELLBEING — MINIMAL

Risk Appetite Statement: Council aims to create workplaces that have no work-related injuries or injury to people. Council has Minimal appetite for work
practices, actions or inactions that compromise the wellbeing and safety of people, including our employees, councillors, contractor’s, volunteers and community
but recognise that risk is inherent in the delivery of many of our core services. Council pursues safe options that are low risk, applying reasonable, practical and
affordable measures to eliminate risk where possible. Low drive for reward.

ZERO MINIMAL CAUTIOUS MEASURED OPEN SEEKING OPPORTUNITY
COUNCIL WILL TOLERATE COUNCIL WILL NOT TOLERATE OPPORTUNITIES

e Minor unforeseen incidents or injuries, which e Contraventions of Council’s Code of Conduct, e A positive and safe workplace culture.
are reported and reviewed, that arise from and WHS legislation, policies, corporate e Enhanced community wellbeing, safety, and social
time to time while undertaking normal. standards and procedures. inclusion.
activities, resulting in little to no impact on a e Conduct that results in reasonably foreseeable e Practices and processes that ensure a safe and healthy
person’s ability to perform normal activity. and preventable fatalities, harm, serious injuries work environment and infrastructure.

e Our people prioritising their own or other’s or illnesses to people. e Regular review and improvement of safety protocols,
safety over service delivery. e People operating outside of their qualifications, incident investigations, and integration of lessons

e Hazards where appropriate controls and competence, or capabilities. learned.
treatments are in place. e Unreasonable conduct of customers towards o Initiatives to improve the safety of community assets.

our people and/or other customers.
¢ We maintain a zero tolerance approach to delays
in the investigation of safety-related incidents.
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FINANCIAL — OPEN

Risk Appetite Statement: Council recognises the financial risks involved in delivering a wide range of services, programs and capital projects. Council has an open

appetite for variation in financial performance providing that long-term financial sustainability is not threatened. Council recognises the opportunity to build a
dynamic and sustainable organisation by maximising existing income and generation of sustainable new income streams. Council has an open appetite for
opportunities with increased financial risk in pursuit of achieving its financial goals, whilst implementing risk mitigation strategies to prevent long-term financial
loss.

ZERO MINIMAL CAUTIOUS MEASURED OPEN SEEKING OPPORTUNITY
COUNCIL WILL TOLERATE COUNCIL WILL NOT TOLERATE OPPORTUNITIES
e Minor budget variations to natural account and cost e Failure to maintain or implement effective o Employee awareness of the financial impact of their
centres within overall budget parameters. systems, processes and controls which activities and decisions.
e (Calculated financial risks to deliver infrastructure, adequately protect Council from fraud or e Aculture of communication and reporting with respect
improve service delivery, or promote ecological other financial losses. to financial impacts and risks.
sustainability. e Financial activities and/or investment e The development and use of effective internal controls
e Minor losses, or capital outlays, attributable to new practices that contravene legislated or policy including monthly budget status reporting and
processes or innovation to improve services to meet requirements. forecasting.
community needs. e Investing in significant projects without e Anincrease in external funding opportunities and
e Minor cost impacts of the implementation of weighted option analysis including consideration of explore avenues to diversify revenue streams.
scoring in procurement to benefit local competent whole of life costs.
suppliers.
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REPUTATION — MEASURED

Council recognises the importance of protecting its brand, reputation and relationship with stakeholders and will work strongly to generate a positive image of

Council. Council does however understand that negative publicity may occur where there are competing priorities and interests in the Community. Council has a
Measured appetite for significant impacts on Council’s reputation ensuring Council actively manages potential reputational damage through mitigation
strategies.

ZERO MINIMAL CAUTIOUS MEASURED OPEN SEEKING OPPORTUNITY
COUNCIL WILL TOLERATE COUNCIL WILL NOT TOLERATE OPPORTUNITES
e Isolated minor incidents, concerns and e Failure to act or make decisions in a fair, transparent, o Delivering services that align with Council’s Corporate
complaints that can be resolved through Council’s honest, and accountable manner. Plan.
Complaint Management Framework. e Actions or behaviours that deliberately or recklessly e Cultivating a positive community perception of
e Moderate adverse local media or social media contravene Council’s policies, corporate standards, Council by demonstrating transparency,
scrutiny where actions or decisions have been and procedures. communication, trust, and integrity.
carefully considered and documented. e Any form of corrupt conduct or misconduct by
e  Minor complaints relating to action which officers, councillors, contractors or volunteers.
delivers longer term benefits to the community. e Actions or behaviours to deliberately avoid, or fail to

appropriately manage, conflicts of interest.

e Unlawful disclosure of confidential or personal
information.

o Failure to consider and assess the impacts of our
decisions and activities on community and
customers.
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REGULATORY AND COMPLIANCE — MEASURED

Risk Appetite Statement: Council is committed to good governance and meeting legislated and regulatory requirements. Council has a Measured appetite for
innovative approaches to governance practices subject to compliance with legislation and protection of our interests. Council accepts that full compliance is a
significant undertaking and accepts the risk of not being able to achieve full compliance while mitigating significant risks.

ZERO MINIMAL CAUTIOUS MEASURED OPEN SEEKING OPPORTUNITY
COUNCIL WILL TOLERATE COUNCIL WILL NOT TOLERATE OPPORTUNTIES

e Decisions that are not in line with professional e  Corrupt conduct or misconduct by officers, e An organisational culture that encourages and
advice, providing the decisions are well councillors, contractors, or volunteers. supports people to speak up about wrongdoing.
considered, and in accordance with Council’s e Unreasonable delays when reporting, e Recording and monitoring strategic and operational
values and objectives. investigating, or correcting any fraudulent, risks.

o Defending a decision of Council where the improper, unethical, or corrupt conduct. e  Guiding new initiatives with compliance oversight and
decision is well considered, and in accordance e Actions or behaviours that result in a material risk mitigation plans.
with Council’s values. breach of legislation, or Council’s policies and

e Negative community sentiment arising from the corporate standards.
enforcement of Council’s regulatory framework. e Unauthorised or unlawful release of confidential

or personal information.

e  Officers deliberately or recklessly acting outside of
established delegations and authorisations.

e Afailure to implement high risk agreed management
actions from internal or external audits within
agreed timeframes.
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ENVIRONMENT — CAUTIOUS

Risk Appetite Statement: Council recognises the importance of conserving and enhancing our environment and understands that sustainability considerations in
all council decisions is important. Council has a cautious appetite for environmental impacts arising from normal business activities or projects, however, is open
to innovative practices for the betterment of the environment and compliance with legislative requirements.

ZERO MINIMAL CAUTIOUS MEASURED OPEN SEEKING OPPORTUNITY
COUNCIL WILL TOLERATE COUNCIL WILL NOT TOLERATE OPPORTUNITES
e  Environmental impacts from uncontrollable or e  Failure to minimise the risk of significant impacts on e  Prioritising and promoting waste reduction,
unforeseen events. the environment or cultural heritage. recycling, and safe disposal methods.
e Environmental impacts necessary to deliver enduring e Failure to meet environmental commitments, e Decarbonising Council’s operations.
benefits to our community. conditions or legal requirements that result in e Investigate emerging technologies that enhance
e Higher costs for better environmental outcomes. significant fines or penalties. environmental outcomes.

e Afailure to have or apply appropriate response plans
for environmental incidents.

e Deliberately or recklessly making a false or misleading
report to a regulator.
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SERVICE DELIVERY — OPEN

Risk Appetite Statement: Council delivers a range of community services, events and facilities which contribute to our community. Council is committed to
delivering quality core services and is Open to creativity and innovation, willing to take some level of risk to deliver efficiencies, enhance capabilities and provide
a service to be proud of to our community. Council is open to taking moderate risk to enhance service delivery and provide better community outcomes.

ZERO MINIMAL CAUTIOUS MEASURED OPEN SEEKING
OPPORTUNITY
COUNCIL WILL TOLERATE COUNCIL WILL NOT TOLERATE OPPORTUNTIES

e Unforeseen interruptions of up to 2 days to critical o Failure to deliver services within the e Introducing innovative and streamlined ways to
services from uncontrollable events where Council boundaries of Council’s service commitment. improve our services to the community.
responds and communicates promptly to impacted e Failure to document and follow policies, e Aculture which values quality customer service,
stakeholders. corporate standards and procedures that engagement and responsiveness.

e Unforeseen interruptions of up to 7 days to less impairs the quality of service delivery, or e  Prompt response and management of disruptions.
critical business functions from uncontrollable events results in service interruptions. e Utilising and adopting emerging technologies to
where Council responds and communicates promptly e Failure to escalate a critical business function improve service delivery.
to impacted stakeholders. outage within 2 hours. e Incorporate voice of community to inform service

e Moderate reputational impact from community plans.
complaints relating to service quality or new initiatives
to deliver enduring benefits to our community.

e Moderate impacts to service delivery due to
implementation of new technology, innovation
initiatives or projects.

e Develop and maintain business continuity plans.
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